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Managing Security solution 




Access Control 




DNS 

Configuration 



s 


omPPPoE ttstBticDNS 







DNS Host Entry 



DHCP 




CyberoamOS Management 



23, i 



h 34 



19.213374 PortA, IN. 
2034, length 0 

1.213734 PortB, OL 
2034, length 0 

21.429606 PortA, IN . 
2034, length 22 

21.430018 PortB, OL 
2034, length 22 

21.701511 PortB, IN- 
length 0 

21.701820 PortA, OL 
length 0 

21.970660 PortB, IN- 
length 23 

21.971040 PortA, OL 

23, length 23 

22.173594 PortA, IN: 
2026, length 0 

22.173909 PortB, OL 1 
202S, length 0 

23.188769 PortA, IN: 
2028, length 6 

23.189153 PortB, OL 

8, length 6 

23.421626 PortB, IN: 

length 0 

23.421651 PortB, IN 

23.422035 PortA, OL 

23.422266 PortA, OL 

23.423114 PortB, IN 
win 23, length 0 
23.423299 PortA, OL 
48, win 23, length 0 
23.424184 PortA, IN. 
2025, length 0 

424419 PortB, OL 
2025, length 0 

23.426540 PortA, IN: 
win 2025, length 0 
23.426760 PortB, OL 
win 2025, length 0 
24.135438 PortB, IN 
length 0 

24.135726 PortA, OL 
23, length 0 



192.168.1.39.21 > 10.103.4.247.59349: Flags [.], ack 42, 



92.168.1.39.21 > 10. 
120.16.100.59349 > 
0.103.4.247.59349 > 
120.16.100.59349 > 
.0.103.4.247.59349 > 



92.168.1.39.21 > 10. 



.20.16.100.59349: Flags [.], ack 42 



0.103.4.247.59349 
120.15.100.59349 : 
0.103.4.247.59349 



92.168.1.39.21 > 10. 
92.168.1.39.21 > 10. 



92.158.1.39.21 > 10. 
120.16.100.59349 > 
0.103.4.247.59349 > 
120.16.100.59349 > 
0.103.4.247.59349 > 



92.168.1.39.21: Flags [P.], ack 55 



192.16S. 1.39.21 > 10.103.4.247.59349: Flags [P.], ack 42, 
.92.168.1.39.21 > 10.120.16.100.59349: Flags [P.], ack 
.39.21: Flags [.], ack 78, 
92.168.1.39.21: Flags [.], ack 78, 
92.168.1.39.21: Flags [P.], ack 78, 
.92.168.1.39.21: Flags [P.], ack 78 
:.168. 1.39.21 =- 10.103.4.247.59349: Flags [.], ack 48, 
:.16S. 1.39.21 > 10.103.4,247,59349: Flags [P.], ack 48, 
.20.16,100.59349: Flags [.], ack 48 
20.16.100.59349: Flags [P.], ack 



192.168.1.39.21 > 10.103.4.247.59349: Flags [F.], seq 92, 



16.100.59349: Flags [F.], seq 
92.168.1.39.21: Flags [.], ack 93, 
92. 168. 1.39.21: Flags [.], ack 93, 
92.168.1.39.21: Flags [F.], seq 48, 
.39.21: Flags [F.], seq 48 
1.1.39.21 > 10.103.4.247.59349: Flags [.], ack 49, 
92.168.1.39.21 > 10.120.16.100.59349: Flags [.], ack 49 




so when observed, manag. S £SE CTR fltoWS aand ua a craa 5a i 




Lab 61 : Traffic analysis with packet capture 
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Ethical Hacks & 
Penetration Tests 





DNS records 




mm 



Appendix B 



VULNERABILITY ASSESSMENT REPORT 



DISCLAIMER 




Executive Summary 

Introduction 




Scope of the Assignment 

Following systems were audited 



Audit Summary 




Software Version 

0|>j^Lln.l Sv=Ietti: WlndOWt NP 




^*s-m- * 
hsb rn.rn.rn »»» hkh 



Recommendation: 



S5SS3R 



? ? r 
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Case Study 2 




Labs 

Lab 71 : Configure 4-eye authentication 




Lab 74: Check and report average risk of traffic received from a country 




Lab 75: Check in Real Time what Websites are being accessed? 



|SS§HSS sssssr.5 





How to subscribe 




ardware CCC 



BSSEaBSSSgBBaSSSSBSES* 



significantly on legal costs. 



